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Industrial Control Network Intrusion Detection Algorithm Based on
DBN-BiLSTM-Attention

XING Wenhao, ZHENG Mengce
(School of Information and Intelligent Engineering , Zhejiang Wanli University , Ningbo 315100, China)

Abstract: The attacks faced by current industrial control networks are becoming increasingly complex and diverse. The data in the network en-
vironment exhibits significant characteristics such as massive, high—dimensional, and strong temporal nature, which brings many challenges
to traditional intrusion detection techniques, including increased complexity in feature extraction, low detection accuracy, and limited model
generalization. Therefore, a intrusion detection algorithm for industrial control networks is proposed, which integrates deep belief networks,
BiLSTM, and attention mechanisms. The algorithm first utilizes deep belief networks and BiLSTM to extract deep features from nonlinear fea-
tures and long—range time—dependent information, respectively; Secondly, an attention mechanism is introduced to enable the model to focus
on identifying feature change patterns in network traffic data that are adjacent to the time when the industrial control network is attacked ; Final-
ly, use the Sofmax classifier for classification. The experimental results show that the detection accuracy of this algorithm on the natural gas
pipeline network dataset reaches 98.81%, and multiple indicators are superior to the current leading algorithm models.
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Fig.1 Structure of DBN model
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Fig.2 BiLSTM model structure
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Fig. 4 Overall frame of the DBN-BIiLSTM-Attention model
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Fig.5 Confusion matrix of DBN-BIiLSTM-Attention model
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Fig. 6 Radar chart of detection accuracy for various algorithms on
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